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I. INTRODUCTION

In 2001, the USA PATRIOT Act
 mandated the establishment of anti-money laundering programs by all financial institutions – including dealers in precious metals – with the following minimum requirements: 


(A) the development of internal policies, procedures, and controls;

(B) the designation of a compliance officer;

(C) an ongoing employee training program; and

(D) an independent audit function to test programs.

That bare-bones outline gives little guidance to dealers in precious metals as to what is actually required.  What is an effective program, one that will actually detect and deter money laundering?  What will satisfy the enforcement efforts of the Internal Revenue Service when it conducts an audit?  In the unfortunate event of criminal assets actually being laundered through a precious metal transaction, what will satisfy investigators and prosecutors that the dealer in precious metals was not knowingly involved in the underlying crime?
  

The United States Department of the Treasury, Financial Crimes Enforcement Network (FinCEN) provided some meat for the bones of the USA PATRIOT Act when it issued a final rule for dealers in precious metals on June 9, 2005.
  But not a lot.  FinCEN gave a couple of examples, both involving knowing criminal participation by a dealer, and recognized the need for further guidance: “FinCEN recognizes the importance of providing guidance to assist dealers”
 and “Going forward, FinCEN is committed to providing dealers with additional guidance.”
  But nothing has since come from FinCEN.
  

One thing is very clear, and very important – a dealer in precious metals is expected to exercise good judgment, based upon knowledge of the industry and the market.
  But that knowledge is thinner than FinCEN anticipates for many small businesses, and even for large industry participants.  Perhaps the best practical advice that FinCEN has given to dealers is, “You should talk with colleagues in your industry and consult industry trade associations to learn what the best practices are among dealers.”
  This paper, written from an industry point of view, attempts to follow that advice by providing some interpretation from the industry point of view, describing some implementation steps actually taken.  


As always, there is a caveat.  The goal of detecting and deterring money laundering is complex, in large part because money launderers pick their targets carefully for vulnerability, and change their tactics as the defenses change.  So the interpretation and implementation described here may not necessarily fit all dealers, or, for that matter, any of them.
II. SELF-ASSESSMENT FOR VULNERABILITIES AND RISKS

FinCEN made one significant addition to the USA PATRIOT Act mandate that a dealer establish "internal policies, procedures and controls" – it directed that each dealer must first perform a risk assessment of its precious metals business to determine what customers and transactions to address, and what policies, procedures and controls to implement:  

Incorporate policies, procedures, and internal controls based upon the dealer’s assessment of the money laundering and terrorist financing risks associated with its line(s) of business.
  
 

FinCEN made it clear that there would be no simple formula for AML Implementation.
  It rejected the request of "some commenters .. that FinCEN develop a written program that could be used by dealers."
  To the contrary, FinCEN emphasized that “the steps required in any one particular case will depend on the unique circumstances of each business.”
  

That avoids the heavy hand of an unknowing bureaucracy, at least temporarily.  But it leaves a dealer with both the burden of work, and the burden of judgment as to what will be enough.  Each dealer must perform a money laundering risk assessment as a central part of its AML program, allocating the dealer's resources and attention, looking more closely at certain customers and certain transactions, and making harder decisions.  

As a practical matter, some customers and transactions can be virtually disregarded from the outset.  For example, when a university chemistry laboratory purchases a small quantity of silver nitrate, with a value less than one hundred dollars, there is no risk that money laundering or terrorist finance is involved.  In the course of performing a risk assessment, a dealer will probably find a number of transactions that do not present a risk, or present only a small risk, and reasonable business accounting practices will be sufficient.  Other customers and transactions may appear to be more risky when examined for that purpose.  That is the purpose of the risk assessment – to determine risk categories – e.g., low, medium and high – and assign customers and transactions to those categories.  A dealer should document its reasoning,  and its assignments, which in most cases can be a sentence addressing each customer, perhaps even addressing a list of similarly situated customers.  It should then set up controls that address these categories.  A dealer might decide, for example, that it will not engage in high risk transactions, that it will closely monitor medium risk transactions, and that it will document low risk transactions in the usual course of business, with an occasional monitoring to see if changes have occurred.  Another dealer may decide that it can diligently investigate a high risk transaction, and assure itself that money laundering is not involved.  The categories, the assignments to those categories, and the control decisions are necessarily unique to each dealer as it determines how best to use its resources.


FinCEN has mandated certain criteria that such a "unique" risk assessment must examine and follow:
  

· 
products

· 
customers

· 
suppliers

· 
distribution channels

· 
geographic locations

· 
established customers or sources of supply
· 
customers subject to the AML Rule

· 
involvement of specified countries

The first of these required self-assessment criteria – products – is not directly explained by FinCEN.  Any product can be used to launder money, not just precious metals.
  So this criterion must be logically related to the general concern expressed by FinCEN with the precious metals industry: 
"Precious metals, precious stones, and jewels constitute easily transportable, highly concentrated forms of wealth. They serve as international mediums of exchange that can be converted into cash anywhere in the world. In addition, precious metals, especially gold, silver, and platinum, have a ready, actively traded market, and can be melted and poured into various forms, thereby obliterating refinery marks and leaving them virtually untraceable. For these reasons, precious metals, precious stones, and jewels can be highly attractive to money launderers and other criminals, including those involved in the financing of terrorism."

Examining its business under this criterion, a dealer in precious metals should consider, for example, that gold presents a higher risk than silver, because gold is much more easily transportable per unit of value, and has an extremely widespread market, both formal and informal.  A gold plating chemical, on the other hand, is a white powder, and is hazardous in its use and management.  It has a much more specialized and limited market, at least for its intended use a plating chemical.  Its gold value can be reclaimed by a gold refiner, but not without loss of value.
  These are the kinds of factors that should be taken into account in determining a money laundering risk associated with a precious metal product:

· Does the product have high value?  Note that the AML Rule itself implies that value is a factor, because it only covers precious metal materials with a concentration of 50% and higher.
  The higher the precious metal value, both in concentration and total value, the higher the risk of money laundering.

· Are the markets open and widespread or specialized and limited?  The risk is greater for the former.
· How much time is required for completion of a transaction?  The risk is greater is a transaction can be completed in a relatively short period of time, and less when the product, and its underlying precious metal value, is tied up for a long period.


· Is there a significant loss of value in the transaction?  Money launderers are willing to lose value to hide the illegal origin of their assets, but would prefer not to.  The higher the transactional costs, such as refining fees, the lower the risk.
As a practical matter, the product that should be most closely watched is gold, in pure form or internationally traded alloys.  FinCEN cited gold in the preamble to the final rule as the precious metal used in its examples of money laundering.
  The Financial Affairs Task Force,
 an intergovernmental body with a purpose of combating money laundering, has cited gold as the precious metal of risk: “Gold is the only raw material comparable to money.” "The scale of laundering in [the gold market], which is not a recent development, constitutes a real threat.  Gold is a very popular recourse for launderers.” “[G]old is preferred by launderers.”
  While the other precious metals can not be ignored or neglected, a dealer's risk assessment should look very closely at its transactions in gold and gold products.

The second and third of the required self-assessment criteria – customers and suppliers – are largely unexplained by FinCEN, except under two other criteria that are discussed below regarding established customers, and customers that are subject to the AML Rule.  But for this second self-assessment criterion of "customers and suppliers" alone, there is little guidance as to what FinCEN means, or what it wants a dealer to do.  Except, perhaps, for a brief statement that a dealer might inquire as to "the purpose of a transaction."
  As a practical matter, a dealer's self assessment of money-laundering risk should reasonably determine, with regard to existing and potential customers and suppliers, whether they have a legitimate purpose for a precious metal transaction.  The answer may be easy.  A manufacturer of gold jewelry has a legitimate business reason for buying gold grain, and for selling gold scrap from manufacturing purposes.  A gold refiner has a legitimate purpose to buy that scrap gold for refining.  But the answer may be more difficult – does a non-manufacturing buyer of gold grain have a legitimate purpose, such as to supply that gold grain to small jewelry manufacturing operations?  That would be a legitimate purpose.  But what if its purchase is unexplained?  Investment in gold is primarily conducted in paper, in derivatives such as futures.  There is investment in physical gold, but it is more likely to be in coins or bars, not grain.  Is the grain intended for smuggling?  On the supplier side, does a person who offers karat gold scrap to a refiner have a collection business, or a jewelry manufacturing operation?  Or is its source unknown?  Has the scrap been stolen?  A dealer in precious metals needs to consider these questions.  A dealer does not need to have hard proof of the legitimacy of every transaction, but it must be reasonably comfortable with the answers.

This is not to say that a specific identification of a customer's customers, or of a supplier's sources, is required in an AML program.  In the absence of suspicious behavior, an inquiry does not need to go beyond the dealer's immediate customer or supplier.  But a dealer should know that a purchaser does operate a legitimate business that uses the precious metal being purchased, and that a seller has a legitimate source of precious metal being offered for sale.  If possible, this is best determined from direct observation, such as a sales call.  If that is not feasible, indications of legitimacy might be found in industry and trade directories and internet searches regarding both the company and its principals.  But the AML Rule means that precious metal should neither be purchased nor sold blind as to its source or purpose.

The fourth of the required self-assessment criteria – distribution channels – is also unexplained by FinCEN.  A logical interpretation, however, is related to the criteria above for customers, and the legitimacy of the purpose of a transaction.  Some industry participants are independent distributors of products, without manufacturing or refining operations of their own.  While a dealer in precious metals is not ordinarily required to investigate a distributor's customers, the dealer should take some additional care with that distribution channel, because the dealer's name is on the product and is closely associated with the next transaction.  This is particularly true if a dealer is being requested by a distributor to deliver a precious metal product directly to a third party, i.e., make a drop shipment.  In all likelihood, that distributor of precious metal products is also a covered dealer under the AML Rule, and is required to have its own AML program.  A dealer should verify that this is so for a distributor, and should only sell its products to distributors that are in compliance with the AML Rule or that are exempt.  Furthermore, a dealer should not make a drop shipment to a distributor's third-party customer unless the distributor has verified that the third-party customer has been approved pursuant to the distributor's AML program.

The fifth of the required self-assessment criteria – geographic location – is also completely unexplained by FinCEN, again with the exception of another criterion for countries that have been black-listed by government, and that is discussed below.  The simple criterion of geographic location – standing alone – is not explained or discussed.  There are some logical inferences – an offer of mined gold from a country where no gold is mined is suspect.  Even where a precious metal is mined in a country, there may be widespread criminal activity associated with it, or political turmoil where stolen gold may be used to support oppression.  Or the offer may simply be fraudulent.  Those concerns may be very difficult to investigate and determine.  As a practical matter, with regard to the self-assessment criterion of geographical location, a dealer should be very wary of engaging in a transaction with a customer or supplier located in a place where due diligence to verify the legitimacy of a proposed transaction is not reasonably possible.

The sixth and seventh of the required self-assessment criteria – "established" customers or sources of supply, and customers subject to the AML rule – are clear, or almost so.  Their importance is explained by FinCEN at several points:
“business you conduct with other U.S. dealers subject to the rule, and established customers or suppliers, presents a relatively low level of risk”

“reasonable inquiry with respect to an established customer may not involve additional steps beyond those normally required to complete the transaction”

Those low-risk determinations by FinCEN can greatly simplify an AML Program if a dealer tends to limit its customer and supplier base to "established" customers.  

So what is necessary to "establish" a customer or supplier?  FinCEN has defined "established customer" for general anti-money laundering purposes, although not specifically for purposes of a dealer in precious metals, as follows:

Established customer. A person with an account with the financial institution, including a loan account or deposit or other asset account, or a person with respect to which the financial institution has obtained and maintains on file the person's name and address, as well as taxpayer identification number (e.g., social security or employer identification number) or, if none, alien identification number or passport number and country of issuance, and to which the financial institution provides financial services relying on that information.

This regulatory definition would seem to say that a customer or supplier that has been set up in a dealer's accounting system for multiple transactions, i.e., with an account, is an "established customer" of that dealer. This obviously distinguishes a walk-up one-time anonymous customer.  Documented customer identification is certainly a major part of this criterion.  But as a practical matter, a dealer in precious metals should go somewhat further than identification, which can be notoriously false.  An established customer is one who, through repeated transactions with the dealer and other evidence, has shown that it has a legitimate use for precious metals being purchased and/or a legitimate source for precious metals being sold.  That understanding of the basis for a transaction, based upon real experience, together with identification, should define an "established customer" for a dealer in precious metals.

With legitimacy as the goal, rather than merely documented identity, a dealer can also consider a "new customer" to be an "established customer" when an account is first established if the customer has long been known in the precious metals industry.  For example, a long-established nationally known jewelry manufacturer can be deemed to be a legitimate and "established" low risk supplier of jewelry manufacturing scrap to a refiner, even if its refining business is new to that refiner.  As FinCEN has directed, a dealer can and should apply its knowledge of the markets and potential customers in making risk assessment determinations:
“Dealers must use the expertise that they possess about their industry, their particular business, and their particular customers and suppliers to develop a program that meets the requirements of the rule."


But even established customers may need to be compliant themselves with the AML Rule – the seventh of the mandatory risk assessment criteria.  That long-established nationally known jewelry manufacturer may be a legitimate low risk supplier of jewelry manufacturing scrap, but it may also be a dealer in precious metals with a legal obligation to have its own AML program.  FinCEN expects that a dealer in precious metals will affirmatively explore and determine a customer's satisfaction of this criterion:
“FinCEN expects persons engaged in the business of buying and selling covered goods to take reasonable steps to determine whether a supplier is covered by this interim final rule”

So, as FinCEN would have it, every dealer in precious metals should determine if it is engaged in transactions with customers and suppliers that are in compliance themselves with the AML Rule, or not.
  This can be done with a simple mailing with a yes or no question
 and should not be objectionable – a number of dealers have taken this step.  If a dealer does not do so, it may be engaged in transactions with a customer or supplier that, while it is not actively laundering money, is in violation of anti-money laundering law simply by not having an AML Program.  If such a non-compliant customer or supplier is also involved in money laundering, wittingly or unwittingly, a dealer that further facilitates such money laundering with precious metal transactions will have to explain why it did not determine the compliance status of its customers or suppliers, and why it did not take appropriate action against non-complying dealers.

The eighth and last of the required self-assessment criteria is, for the most part, mechanical; it requires consultation of government black lists.  The U.S. Department of State has determined that the following countries are sponsors of terrorism: Cuba, Iran, Libya, North Korea, 
Sudan, and Syria.
  The FATF designated non-cooperative countries are: Myanmar, Nauru and Nigeria.
  The U.S. Treasury designations of countries and entities warranting special measures are: Burma (Myanmar)
 and Nauru.
  Treasury has also identified specific banks under the same authority: Myanmar Mayflower Bank (Mayflower Bank) and Asia Wealth Bank, both Burma banks,
 First Merchant Bank of the "Turkish Republic of Northern Cyprus",
 Infobank of Belarus,
 The Commercial Bank of Syria and its subsidiary Syrian Lebanese Commercial Bank,
 Multibanka
 and VEF Bank
 in Latvia, and Banco Delta Asia SARL in the Macau Special Administrative Region of China.
   As a practical matter, these countries and banks are not known for precious metals transactions.  But also as a practical matter, a dealer in precious metals should consult the government black lists whenever an unfamiliar country or bank comes into the picture.  FinCEN has said that these black lists do not automatically disqualify a proposed transaction,
 but a dealer would have difficulty justifying a decision to engage in such a transaction.
III. DESIGNATION OF A COMPLIANCE OFFICER

The designation of a compliance officer is again a requirement that is unique to each dealer, dependant upon the circumstances, business risks and human resources of each dealer in precious metals.  While the AML Rule itself contains no requirements or limits on the person appointed to this position, FinCEN has added some specific requirements, such as the necessity that the compliance officer be an officer or employee of the dealer.
  More important is the degree of expertise that FinCEN expects from a Compliance Officer:
“The person (or group of persons) should be competent and knowledgeable regarding BSA requirements and money laundering issues and risks, ... thoroughly familiar with the operations of the business itself and with all aspects of your anti-money laundering program, as well as with the requirements of the BSA and applicable FinCEN forms, and should have read carefully all applicable documents issued by FinCEN or on FinCEN’s Web page.”

“The amount of time devoted to these duties will depend on the level of risk. .. If your business faces very high level of risk for money laundering or terrorist financing, then much will be required of this person.”

As a practical matter, persons with this level of expertise tend to be high level employees who already have substantial other duties, often precluding full time dedication to implementation of the AML Program.  It may therefore be necessary, and advisable, to appoint a small committee to the task, to bring additional experience and expertise to bear upon implementation of the program, to regularly check with the compliance officer on its implementation, and to provide some backup during absences.  
IV. EMPLOYEE TRAINING


The AML Rule expands only slightly upon the USA PATRIOT Act's requirement of an "ongoing employee training program":

“Provide for on-going education and training of appropriate persons concerning their responsibilities under the program.”

Who are the "appropriate persons" and what are "their responsibilities"?  No guidance has been given.  But those questions can be answered in each dealer's AML program.  Sales representatives, both outside and inside, who deal directly with established and proposed customers and suppliers need to be trained.  Precious metals traders need training.  Accounting personnel need training.  Executive management personnel need training.  As a practical matter, every employee should be "trained" to the extent that they should all know that there is an AML program, that its purpose is to prevent the dealer from involvement in illegal activity, and that there is a person – a Compliance Officer – who should be notified of unusual activity.  Employees with little or no direct contact with customers and suppliers can make astute observations of unusual activity, and they should understand that their employer wants to know about that activity, and where to report.  Every employee should be assured that contact with the Compliance Officer will be protected, even if the "unusual activity" that he or she reports turns out to be normal and harmless.


That same general advice – look out for unusual activity and report it – should be the heart of all employee training.  Of course, there will be some simple straightforward rules, e.g., no cash, no undocumented transactions, no payments to third parties, etc.  But other rules will be more nuanced, and even specialized employees should not be making judgment calls on their own where there are circumstances and risks of money laundering – they should inform and consult with the Compliance Officer.  The most important thing for most employees to learn is to identify – or sense – what circumstances about a customer or a transaction might be suspicious, and to report those circumstances, so that the AML Compliance Officer can make the appropriate decision.   That requires training in AML sensitivity – what kinds of transactions are vulnerable, and what is unusual in a precious metal transaction.  Training should provide specific examples of unusual transactions, such as unusual sources, higher than normal profit margins, or persons new to the industry proposing large transactions.  But there is no definitive list of unusual transactions, and employees should be trained to report if in any doubt.

The AML Rule itself provides some of these considerations, and they should therefore be directly incorporated into training:

"Factors that may indicate a transaction is designed to involve use of the dealer to facilitate money laundering or terrorist financing include, but are not limited to: 
(A) Unusual payment methods, such as the use of large amounts of cash, multiple or sequentially numbered money orders, traveler’s checks, or cashier’s checks, or payment from third parties;

(B) Unwillingness by a customer or supplier to provide complete or accurate contact information, financial references, or business affiliations;

(C) Attempts by a customer or supplier to maintain an unusual degree of secrecy with respect to the transaction, such as a request that normal business records not be kept;

(D) Purchases or sales that are unusual for the particular customer or supplier, or type of customer or supplier; and

(E) Purchases or sales that are not in conformity with standard industry practice."

The last two of these – recognition of unusual, non-standard transactions – are, again, the key to successful training, and thus to successful implementation of an AML program.  Employees need to be sensitive to unusual circumstances.  When a customer that traditionally deals in gold begins to deal in platinum, that is probably a perfectly normal change of its business, but the AML Compliance Officer should be made aware.  When a supplier's deliveries of scrap metal double, there are probably be perfectly legitimate reasons for that, but the AML Compliance Officer should be advised.  AML training should lead to reporting of those kinds of circumstances.
V. INDEPENDENT TESTING


The AML Rule is in its first year of application, so there is little experience with the requirement of independent testing, and not much guidance.  The AML Rule slightly changed the wording of the USA PATRIOT Act requirement of "an independent audit function to test programs" to:

“Provide for independent testing to monitor and maintain an adequate program. The scope and frequency of the testing shall be commensurate with the risk assessment conducted by the dealer in accordance with paragraph (c)(1) of this section.”

The rule itself goes no further, but FinCEN did add some factors in its explanation.  First, it said that the "independent testing" could be done by an employee of the dealer, rather than by an outside consultant:

"Testing may be accomplished either by dealer employees or unaffiliated service providers so long as those same individuals are not involved in the operation or oversight of the program."

Internal testing might seem to weaken the "independent testing" requirement, but not necessarily so.  Indeed, it might strengthen it.  As a practical matter, a dealer will always want to have some internal checks, even if not the required AML Rule test.  And an internal team, if sufficiently independent and rigorous, may be an advantage.  There are some, but not many, unaffiliated service providers who are familiar with both the precious metals industry and anti-money laundering.  Industry expertise would certainly be helpful, perhaps necessary, to an efficient testing of a dealer's program, because FinCEN expects such testing to be thorough:
“[T]esting should be a fair and unbiased appraisal of the success in implementing the anti-money laundering program... Independent testers should carefully consider all the decisions made by the compliance officer, such as the level of risk faced by the dealer for money laundering and terrorist financing, the frequency of training, etc.”
 

It will be very difficult for anyone who is unfamiliar with the precious metals industry to do what FinCEN expects, to carefully consider decisions by a compliance officer as to the level of risk associated with a customer or transaction.  There are, of course, people within the larger industry with the necessary industry expertise, but an AML test involves inquiry into highly proprietary and competitive business information and decisions, so companies will be reluctant to open themselves to people with business connections to other dealers.  


This is not to say that an AML Rule test must be made with complete industry expertise, such that the tester is prepared to overrule the AML Compliance Officer.  A better description of the proper role of independent testing would be to see that a compliance officer has actually made considered decisions, based upon risk factors, but not to question those decisions.  It is not the role of an AML auditor to determine how a dealer should best carry out its AML responsibilities.
 

As a practical matter, a dealer should begin now to think carefully about how to carry out this independent testing requirement.  It should try for a greater degree of testing in the first year of its AML program implementation, to assure itself that the program is sufficiently comprehensive and that it is operating as intended.  This may require that the testing be done internally, so that the necessary expertise can be efficiently applied, and less formally, such as through an AML committee.
VI. CONCLUSIONS


The AML Rule for dealers in precious metals, imposed by Congress in the wake of terrorist-financed 9/11 attacks, and as part of a decades-long effort to stop crime by obstructing its profit chain, requires a serious undertaking.  This is not to say that dealers in precious metals have been assigned badges and guns, and are supposed to stop all crime in its tracks.  “FinCEN does not expect that this program can prevent all potential money laundering."
  That is somewhat of a relief – a dealer will not automatically be deemed guilty of an underlying crime that finds its way into a precious metal transaction.  But FinCEN then followed that statement with an example that the precious metal industry can well understand, and should consider carefully: "What is expected is that your business will take prudent steps, with the same kind of thought and care that you take to guard against other crimes, such as theft or fraud.”
  A great deal of thought and care is taken within the precious metals industry to guard against theft and fraud.  Indeed, some of those traditional accounting and security efforts will fit well into a dealer's AML Program, and a program should be designed to take advantage of such efforts.  But the point that should be taken here is the standard that FinCEN is setting – a high standard.  

So FinCEN obviously expects that the bare-bones outline of an AML program provided by Congress must be implemented with substantial attention to detail.  What are the details?  In the absence of specific guidance from FinCEN as to what it actually wants, and what it will accept as satisfying that high standard, dealers in precious metals must discern for themselves what actual steps to implement, and make their best judgments.  The best guide to that may be to see what other dealers are doing, and to share practical lessons.  This paper attempts to start what will, hopefully, be a continuing process of exchange and mutual assistance.
� John Bullock is an attorney representing precious metals companies in regulatory matters.  After ten years in private practice, he served as in-house counsel to two precious metal companies from 1986-1999, and has limited his practice to the precious metals industry since then.  He has served for many years as Chair of the IPMI Environmental and Regulatory Affairs Committee, and for the past two years he has served as the Anti-money Laundering Compliance Officer for precious metal refiner Metalor Technologies USA.  Additional information is available at � HYPERLINK "http://www.johnbullock.com/" ��www.johnbullock.com�.


� Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, Pub. L. No. 107-56, 115 Stat. 272 (2001), signed on October 26, 2001 by President George Bush.


� Section 352


� Treasury has warned the industry that it will look beyond mere protestations of lack of knowledge:  "Although the


standard of knowledge required is 'actual knowledge,' actual knowledge includes 'willful blindness.' Thus, a person could be deemed to have knowledge that proceeds were derived from illegal activity if he or she demonstrated 'willful blindness' to 'red flags' that indicated illegality." 70 FR 33710, June 9, 2005


� The final rule was published in the Federal Register on June 9, 2005, 70 FR 33702, and is effective on July 11, 2005.  It is described as an “interim final rule” because Treasury is contemplating some changes, but it is final for purposes of application and enforcement.


� 70 FR 33709, June 9, 2005


� 70 FR 33709, June 9, 2005


� FinCEN maintains a website – www.fincen.gov – with a great deal of information and periodic news and updates, but nothing new so far about precious metals.  The site is useful for information about money laundering and other financial institutions, and some of that information can be applied to dealers in precious metals, or provide a framework for analysis.


� "Dealers must use the expertise that they possess about their industry, their particular business, and their particular


customers and suppliers to develop a program that meets the requirements of the rule." 70 FR 33709, June 9, 2005


� 70 FR 33714, June 9, 2005


� 31 CFR 103.140(c)(1)


� As FinCEN put it, "the anti-money laundering program is not a one-size-fits-all requirement.  The general nature of the requirement reflects Congress’ intent that each financial institution have the flexibility to tailor its program to fit its business, taking into account factors such as size, location, activities, and risks or vulnerabilities to money laundering. This flexibility is designed to ensure that all firms subject to the anti-money laundering program requirement, from the largest to the smallest firms, have in place policies and procedures appropriate to monitor for anti-money laundering compliance." 68 FR 8481, February 21, 2003


� 70 FR 33709, June 9, 2005


� 70 FR 33713, June 9, 2005


� 31 CFR 103.140(c)(1)(i) "For purposes of making the risk assessment required by paragraph (c)(1) of this section, a  dealer shall take into account all relevant factors including, but not limited to: (A) The type(s) of  products the dealer buys and sells, as well as the nature of the dealer’s customers, suppliers, distribution channels, and geographic locations; (B) The extent to which the dealer engages in  transactions other than with established customers or sources of supply, or other dealers subject  to this rule; and (C) Whether the dealer engages in transactions for which payment or account reconciliation is routed to or from accounts located in jurisdictions that have been identified by the Department of State as a sponsor of international terrorism under 22 U.S.C. 2371; designated as non-cooperative with international anti-money laundering principles or procedures by an intergovernmental group or organization of which the United States is a member and with which designation the United States representative or organization concurs; or designated by the Secretary of the Treasury pursuant to 31 U.S.C. 5318A as warranting special measures due to money laundering concerns."


� Money can be laundered by over-pricing or under-pricing any product, with the value outside of the actual market value moving opposite to the product for subsequent reclaim.


� 68 FR 8481, February 21, 2003.  This was repeated in a somewhat shorter statement at 70 FR 33703, June 9, 2005.


� This is not to imply that a gold cyanide plating salt should be relegated to a no-risk category.  But if a buyer is known to be in a business that plates gold, and has acted in a normal way in carefully purchasing a plating chemical, the risk of money laundering is low.


� 31 CFR 103.140(a)(4)


� Low value is contrary to the goals of money laundering, but not of terrorist finance.  The 9/11 Commission estimated the Sept. 11 attacks cost between $400,000 and $500,000 over two years.  The 2002 bombing in Bali, Indonesia, was estimated to cost $30,000.  


� 70 FR 33703-4, June 9, 2005


� The FATF has thirty-one member countries, as well as the the European Commission and Gulf Cooperation Council, and has seven additional anti-money laundering regional organizations participating as observers.


� FATF 1997-1998 Report on Money Laundering Typologies


� 70 FR 33710, June 9, 2005


� 70 FR 33714, June 9, 2005


� 70 FR 33710, June 9, 2005


� 31 CFR 103.11(l) 


� 70 FR 33709, June 9, 2005


� 70 FR 33712, June 9, 2005.  FinCEN has said that it "anticipates that the verbal or written representations of the supplier will be sufficient" (70 FR 33712), but it would not be prudent to rely upon oral representations.


� Of course, a customer or supplier may not be a dealer, such as a mine, or may be exempt, such as a licensed pawn shop in regard to pawn transactions.  But a dealer should know that.  


� FinCEN has said that oral representations may be sufficient: "FinCEN anticipates that the verbal or written representations of the supplier will be sufficient." 70 FR 33712, June 9, 2005.  Notwithstanding this official statement, it would not be wise for a dealer to rely upon oral representations for most customers, suppliers and transactions.  A signed certification of compliance – or exemption – with the AML Rule is a better practice. 
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