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I.
INTRODUCTION
When, in the operation of an anti-money laundering (AML) program, a customer or transaction is suspected of involvement in criminal activity, communication of that suspicion, and of its underlying transaction and account information, necessarily follows.  A dealer’s employee tells the AML compliance officer or other management person of unusual and suspicious circumstances.  The compliance officer discusses the circumstances with other directly involved employees.  Communications both inside and outside the dealer’s enterprise to discover additional information may reveal or suggest suspicion.   An audit of the AML program may directly reveal communications of suspicious activity.  Finally, the suspicion may be reported to government authorities, possibly followed by supplementary information and responses to questions.

These communications of suspicious activity may be defamatory.  Indeed, because  they may accuse or suggest the customer’s involvement in a crime, or may adversely reflect upon the customer’s fitness to conduct business, they may be defamatory per se.   If so, and if the communications are discovered, or are inferred from other circumstances, the customer may initiate a legal action for defamation, alleging that the communications are false, and seeking monetary damages.
  

There are legal and factual defenses to defamation actions, including the absolute defense of the truth of the statements, but most of these defenses have conditions and limitations, and all require the expense and risk of litigation.  There is also a strong federal immunity defense for certain reports of suspicious activity to government agencies, and this defense can reduce involvement and expense of litigation, but it too contains conditions and limitations.  There are no perfect defenses.
Management of these communications should therefore be defensive from the outset , with an assumption that they are defamatory.   This paper describes two defenses in particular that should be followed: (1) the qualified business privilege; and (2) the federal immunity provision for communications of suspicious activity.  This paper explains these defenses, and is intended to guide the communications of a dealer in precious metals so that their conditions and limitations are satisfied.

II.
DEFENSE OF STATUTORY IMMUNITY, 31 U.S.C. § 5318(g)(3)
When dealers in precious metal were first required to establish anti-money laundering programs, they were encouraged by the Financial Crimes Enforcement Network (FinCEN), a section of the U.S. Treasury, to submit suspicious activity reports (SARs):

“dealers are strongly encouraged to file suspicious activity reports when they suspect the transaction or the funds involved has/have an illegal source or purpose or when the transaction has no apparent business or lawful purpose. Where appropriate, dealers should immediately contact law enforcement or FinCEN through its hotline.”  Federal Register, June 9, 2005, p. 33715

And at the same time, dealers doing so were promised immunity from any subsequent litigation:

“Any dealer, or any of its officers, directors, employees or agents, that makes a voluntary SAR filing shall not be liable to any person under Federal, state or local law, or under an arbitration contract, for such a filing or for failing to provide notice of the filing to the subject of the filing.”  Federal Register, June 9, 2005, p. 33715

FinCEN cited, as authority for this promise, 31 U.S.C. § 5318(g)(3), which reads as follows:

 “Any financial institution that makes a voluntary disclosure of any possible violation of law or regulation to a government agency or makes a disclosure pursuant to this subsection or any other authority, and any director, officer, employee, or agent of such institution who makes, or requires another to make any such disclosure, shall not be liable to any person under any law or regulation of the United States, any constitution, law, or regulation of any State or political subdivision of any State, or under any contract or other legally enforceable agreement (including any arbitration agreement), for such disclosure or for any failure to provide notice of such disclosure to the person who is the subject of such disclosure or any other person 

The word “voluntarily” was added to this statute in 2001, emphasizing that not only mandatory SARs but also voluntary SARs are protected from subsequent litigation.  So the promise by FinCEN that SARs submitted by dealers in precious metals, even if not required, would be immune from subsequent legal claims was not without a legal basis.
Unfortunately this federal immunity statute is not as absolute as it might first seem, or as absolute as it has sometimes been described.  First, note that it provides immunity only for reports outside of a dealer’s business entity “to a government agency” or “pursuant to this subsection or any other authority.”  It does not encompass communication within a dealer’s AML program, or among a dealer’s employees, or to any outside non-governmental person such as another dealer in precious metals, or even to an AML program auditor.  
For communications addressed to government agencies, the statute provides immunity, or “safe harbors” as they are frequently described, for three categories of disclosure: 

(1) voluntary disclosure of any possible violation of law or regulation to a government agency, 

(2) disclosure pursuant to this subsection (i.e., pursuant to 31 U.S.C. § 5318(g), or 

(3) disclosure pursuant to any other authority.  

The first category requires that a possible violation of law be the basis for communication.  This condition need not be met with legal precision, but is best expressed with some clarity of purpose.  It does not appear to be necessary that the dealer’s customer be directly accused of a violation, and the customer may indeed be an unwitting victim of another person, but the reported information should have some relevance to a possible violation.  In one case in which this safe harbor was invoked in defense of allegedly defamatory disclosures made by a bank president to bank examiners, the court rejected it for failure to make such a connection:

“We do not find that the record supports the argument that the bank president's statements were intended to disclose a suspicious transaction relevant to a possible illegality. Therefore, this section is of no assistance to the bank under these circumstances.” Rockwood Bank v. M. Michael Gaia, 170 F.3d 833 (8th Cir. 1999) (emphasis added)
Following this reasoning, for example, a voluntary communication to a government agency of account information about a customer, without a basis that the information was relevant to a possible violation, will not be protected by this first safe harbor provision.  

There is no requirement that a possible violation be ultimately proven to be true, but one United States Court of Appeals has said that good faith is required:

“In order to be immune from liability, it is sufficient that a financial institution have a good faith suspicion that a law or regulation might have been violated, even if it turns out in hindsight that none was.”
 

“In order for § 5318(g)(3)'s first safe harbor to protect a financial institution's disclosures, there must be some good faith basis for believing that there is a  nexus between the suspicion of illegal activity and the account or accounts from which information is disclosed.”

An assertion by a dealer of its good faith can, of course, be challenged, and that challenge may require litigation for resolution.  Recognizing this burden, another U.S. Court of Appeals based in New York, when considering mandatory SARs filed by banks, has specifically rejected the “good faith” approach:
“The plain language of the safe harbor provision describes an unqualified privilege, never mentioning good faith or any suggestive analogue thereof. The Act broadly and unambiguously provides for immunity from any law (except the federal Constitution) for any statement made in an SAR by anyone connected to a financial institution. There is not even a hint that the statements must be made in good faith in order to benefit from immunity. Based on the unambiguous language of the Act, Bankers Trust enjoys immunity from liability for its filing of, or any statement made in, an SAR.”

This conflict between two federal courts of appeal was examined by still another U.S. Court of Appeals and, while noting that this is a complex and nuanced issue, it sided with the 2nd Circuit in not requiring proof of good faith.
  There has not, however, been a final resolution of this conflict by the U.S. Supreme Court, leaving the present circuit court decisions to prevail in their respective jurisdictions, and leaving other courts to select a precedent as they see fit.  
The second category of safe harbor refers to the authority granted by the federal statute – 31 U.S.C. § 5318(g) – to the U.S. Treasury to require reports of suspicious activity from financial institutions:

(g) Reporting of suspicious transactions.--

(1) In general.--The [Treasury] Secretary may require any financial institution, and any director, officer, employee, or agent of any financial institution, to report any suspicious transaction relevant to a possible violation of law or regulation.

Dealers in precious metals have not been required to report suspicious activity.  This safe harbor is thus unlikely to be available to a dealer, because a SAR probably must be required “pursuant to this subsection” to receive immunity under this provision.  The statute itself makes such a distinction between voluntary disclosure and disclosure “pursuant to this section”: 

(g) Reporting of suspicious transactions.—

(2) Notification prohibited.--A financial institution, and a director, officer, employee, or agent of any financial institution, who voluntarily reports a suspicious transaction, or that reports a suspicious transaction pursuant to this section or any other authority, may not notify any person involved in the transaction that the transaction has been reported. (emphasis added)
There may be a conflict between two courts of appeals on this point as well.  One court has held that a SAR must be required to be protected:

“Disclosures “pursuant to this subsection” are disclosures required by the Office of the Treasury Secretary under the rule-making authority vested in the Treasury Secretary by 31 U.S.C. § 5318(g)(1).”

While another has indicated otherwise:

“The safe harbor provision applies, regardless of whether the SAR is filed as required by the Act or in an excess of caution.”
 

However this may be less of a conflict than first appears.  The latter court was discussing a SAR filed by a bank, for which SARs are definitely required “pursuant to this section” if particular circumstances are in fact suspicious.  The court may have been discussing only whether a sufficient threshold of suspicion had been reached to “require” the specific SAR in issue in that case.  It is more likely that this safe harbor applies only to the category of SARs required of a specific category of financial institution, such as banks.  And as set forth above, dealers in precious metal are encouraged but are not required to report suspicious activity, and so voluntary disclosures may not be protected by this second safe harbor.  While the U.S. Treasury said, in the preamble to publication of the rule dealing with dealers in precious metals, that such reports would be given immunity under 31 U.S.C. § 5318(g)(3), a Federal Register preamble is not itself a law, and the statute itself does not so clearly apply, at least as to this second safe harbor.

The third category of disclosure that is immunized by the federal statute is a disclosure made pursuant to “other authority.”  This safe harbor has been examined by the U.S. Court of Appeals for the 11th Circuit in reference to disclosure of customer account information by a bank in compliance with a grand jury subpoena:

“The "other authority" must be legal authority, because authority means "[r]ight to exercise powers," Black's Law Dictionary 133 (6th ed. 1991), and in our system based on rule of law, the right to exercise power is derived from law, e.g. statutes, regulations, court orders, etc. Hence, for a financial institution's disclosure to fall within the confines of the third safe harbor, the financial institution must be able to point to a statute, regulation, court order, or other source of law that specifically or impliedly authorized the disclosure. If it cannot do so, the disclosure is not entitled to the protection of the [third] safe harbor.”

What is necessary to be protected by the “other authority” safe harbor is a fairly high degree of legal compulsion.  The court held that a grand jury subpoena is sufficient “authority” to invoke the immunity, but not without first noting that a witness has little if any basis to challenge a facially valid grand jury subpoena, even if there might be legal flaws.  And so the court concluded, “We believe it proper to label grand jury subpoenas, like search warrants or court orders, ‘legal authority’ under Lopez, and we find that a grand jury subpoena qualifies as ‘other authority’ under the Annunzio-Wylie Act's third safe harbor. “
On the other hand, however, the court re-examined and confirmed an earlier decision
 that had clearly and strongly made the point that a mere request from a government official was not “other authority” sufficient to provide a safe harbor:

“[W]e reject First Union's contention that the first safe harbor protects disclosures made in response to nothing more than ‘verbal instructions’ of government officials.”
 
“[D]isclosures in response to nothing more than the ‘verbal instructions’ of government officials are not protected by the third safe harbor.”
 

“We can find nothing in the Annunzio-Wylie Act which entitles government officials to gain access to financial records simply by verbal request.”
 

In the later ruling, the court said:
“In Lopez, by way of example, we explained that ‘[c]learly a disclosure in response to a seizure warrant is protected by the third safe harbor.’ Id. at 1194. However, we also explained that a government agent's ‘verbal request’ for information is not ‘other authority’ because there is no statute or regulation which gives a government official's verbal request to access an individual's financial records the force of law."

The federal statutory immunity defense, thus, is powerful when it can be successfully invoked, but its limitations and conditions must be understood kept in mind when making AML communications.
III.
DEFENSE OF QUALIFIED BUSINESS PRIVILEGE
If a defamatory communication is not protected by federal statutory immunity, that communication may still be protected by the defense of qualified business privilege.  This is a common law privilege that permits a business to communicate defamatory information, in appropriate circumstances, if the communication is reasonably necessary to protect or advance a legitimate business interest.

A legitimate business interest in defamatory AML communication is firmly established by the legal requirement that a dealer in precious metals establish and implement an AML program:
“Each dealer shall develop and implement a written anti-money laundering program reasonably designed to prevent the dealer from being used to facilitate money laundering and the financing of terrorist activities through the purchase and sale of covered goods.
 … [Such] program shall: (1) Incorporate policies, procedures, and internal controls based upon the dealer’s assessment of the money laundering and terrorist financing risks associated with its line(s) of business.”

Because a dealer must implement its AML program based upon its assessment of risks associated with its business, there will necessarily be communication within the dealer’s staff about its customers and transactions.  And such communication cannot be abstract; specific details of customers and transactions involved in the dealer’s business must be assessed for risk.   So it is clear that a dealer in precious metals must, as a matter of federal law, in the normal course of its business, consider and communicate information and judgments that may actually be defamatory to a customer.  The qualified business privilege protects such communication.
Even so , there are limits and conditions to such communication; it must:

(1) be made in the good faith, that is, with a belief that it is true; 

(2) be related to a legitimate business need or purpose; 

(3) not go beyond a legitimate business need or purpose, in time, or place, or recipient(s) of the communication.

Good faith belief in the truth of a communication of suspicious activity does not require belief in the ultimate possibility – that a crime has been committed by a customer.  It requires only a good faith belief in the truth of the facts communicated, e.g., the particular circumstances of a transaction.  That statement of circumstances may be accompanied by an opinion that the circumstances seem unusual, and raise an element of suspicion, but need not go farther, and in most cases should not go farther.  It is important to remember that the purpose of a dealer’s AML program is assessment of risk, and not of establishing innocence or guilt.  Communication should be limited to known circumstances, and suspicion, but not guilt.  

A key condition of the qualified business privilege defense is that AML communication should not unnecessarily go beyond the scope of the dealer’s AML program.  A communication of suspicion that is very properly made to a dealer’s AML Compliance Officer should not also be communicated to persons who have no need or legitimate interest in it, such as uninvolved co-workers.  But for practical purposes, an AML Compliance Officer cannot alone find suspicion in a transaction or customer relationship, and will need to discuss any judgment or decision.   Everyone in a dealer’s business entity who might make or receive such communication is encompassed to some degree by a dealer’s AML program, albeit in differing ways,  from the Chairman of the Board to the person who unloads shipments from trucks.  At one end of the company, “The program must be approved by senior management,”
  and that same senior management has a strong and legitimate interest in its effective implementation, including details.  Throughout the rest of the company, it would be hard to put a limit on persons who may and should participate as sources of information.  This is why they are trained; an AML program must “provide for on-going education and training of appropriate persons concerning their responsibilities under the program.”
   Such “appropriate” persons would encompass any person within the company who might observe, and be expected and trained to communicate, unusual information – and possibly derogatory information –  about a customer or transaction.  
A dealer’s voluntary reporting of suspicious activity to law enforcement, on the other hand, may be deemed outside of the qualified business privilege, and may need to rely upon the federal immunity statute.  And if such voluntary reporting has been done, the caution against other outside communication is especially strong.  The U.S. Treasury has explicitly deemed such suspicious activity reports to law enforcement agencies to be confidential, even to the point of resisting legal compulsion:  
“Confidentiality of reports ..[A]ny person subpoenaed or otherwise requested to disclose a SAR or the information contained in a SAR, except where such disclosure is requested by FinCEN or an appropriate law enforcement or bank supervisory agency, shall decline to produce the SAR or to provide any information that would disclose that a SAR has been prepared or filed.”

Given that official designation of confidentiality, a question has arisen whether even an independent audit or test of a dealer’s AML program can encompass the details of suspicious activity communication to law enforcement, or might such SARs be beyond the scope of  the program, and beyond the scope of the qualified business privilege.   
The questions is being actively debated, and the best answer, unfortunately, is probably a compromise.  Treasury regulations require that review of the operation of a dealer’s AML program be independent of that operation.
   So disclosure of a dealer’s defamatory AML communication to the reviewer is an added level of disclosure.  This concern may be increased when the independent auditor is outside of the dealer’s enterprise.  On the other hand, the U.S. Treasury has directed a broad scope of such AML program review:  “The scope .. of the testing shall be commensurate with the risk assessment conducted by the dealer. "
   “Independent testers should carefully consider all the decisions made by the compliance officer.”
  This Treasury guidance puts a dealer’s consideration and assessments of suspicious activity itself, and internal communication about it, within the scope of the AML program itself, within the scope of proper independent review, and thus within the qualified business privilege defense.  But when a dealer has gone beyond required internal AML decision-making, and has voluntarily submitted a suspicious activity report to law enforcement, that SAR may best be withheld from an audit or test of an AML program.
IV.
CONCLUSIONS AND RECOMMENDATIONS
A dealer in precious metals should assume that any communication of suspicion about a customer or transaction – whether within or beyond the dealer’s enterprise – may be defamatory.  The federal statute that is intended to immunize such communications from customer legal action is conditional and limited in scope.  But there are a variety of ways that suspicion can be expressed, and ways that communication can be managed to reduce risk.  There are common law defenses to claims of defamation, and the federal statute can provide some degree of immunity for AML-related communication.  Within that defensive context, the following steps are recommended for inclusion in a dealer’s AML program:

1.
Inside the dealer’s entity, AML communication about suspicious activity is absolutely necessary, and should be encouraged, but should also be limited and managed.  When employees are trained in AML procedures, they should be told to limit their communications to the AML Compliance Officer or to their immediate management, to avoid unnecessary communication about the suspicious circumstances to fellow employees, and to avoid speculating or reaching conclusions regarding actual criminal activity.  Senior management, which should promote and have an oversight function in AML compliance, should also be trained in this respect.  
2.
Communication of suspicious circumstances inside an AML program usually does not need to include expressions regarding criminal activity.  The role of assessment in an AML program is not to discover crime, or to determine guilt and innocence, but to ascertain and avoid excessive risk that the dealer might be used to facilitate a crime.  There is no requirement that AML communications go beyond that role.  Unusual circumstances regarding a customer or transaction may raise suspicion, and thus may raise the risk that criminal activity is involved, but the action required by a dealer in precious metals is to terminate business that is beyond its risk threshold, and not to declare guilt or innocence.  Therefore communication of suspicious activity can, and should, describe suspicious circumstances, and, at the appropriate decision-making level, describe a considered judgment as an opinion that a risk is acceptable, or not, to the dealer.  Accusations are not required.
3.
An initial communication of suspicion, and all subsequent investigation and analysis, should be documented in an AML program file, and preferably only in that file.  This limits the spread of communication to only those persons who have an assigned, legally-required role in such AML matters, while also documenting that the dealer has not been negligent or blind to suspicious circumstances.
4.
Investigation of suspicious activity should be carried out by the AML Compliance Officer, or at the officer’s direction.  The steps taken in an investigation should, to the extent possible, avoid an implication of wrongdoing.

5.
Investigation outside of the dealer’s entity, such as with law enforcement agencies, should be made only by the AML Compliance Officer.

6.
Reports of suspicious activity that are  made outside of the dealer’s entity should be limited to government law enforcement agencies, should be carefully prepared and should seek to satisfy the first or third safe harbors of the immunity statute:


a. SARs submitted voluntarily to a government agency should be based upon suspicion of a possible violation of law or regulation, and a notation of this suspicion should be documented in the file at the time of the SAR.  If possible, a specific violation or category of violation, such as theft, fraud or money-laundering, should be mentioned in the file document.  It is not necessary to directly suggest that a customer is knowingly involved, only that a possible violation is involved. 
 If possible, a distinction should be drawn in a SAR between the underlying facts, such as specific details of a transaction, and the opinion that such details might suggest a violation of law or regulation.  This is not always an easy distinction to make, and it should not to convey doubt that the actual facts are as they have been reported.  But the communication of an opinion that a law or regulation may possibly have been violated can be more equivocal.
b. Reports or disclosure of customer account information, where the dealer has no suspicion or knowledge of a possible violation of law that would satisfy the first safe harbor, should be carefully considered, in all likelihood with assistance of counsel.  A request by a law enforcement agency, even if it asserts on ongoing criminal investigation, does not itself create suspicion on the part of a dealer.  If only “verbal instructions” (note that written letters and documents are “verbal”; spoken requests are “oral”) are received from a government entity, and the dealer has no other basis for suspicion of the named customer, a dealer may want to ask the government entity for a compulsory order, so that immunity can be conferred, while citing the Lopez and Coronado decisions as the reason for the counter-request.  Cooperation with law enforcement agencies can be positive, particularly in that it may clear suspicion by the agency that a dealer in precious metals is knowingly involved with the target customer in a money-laundering transaction, but if it is not compelled, it is not necessarily protected by the federal immunity statute.
6.
No one who does not have AML compliance responsibilities should be told even that a SAR has been filed, much less its contents, and even some persons with such AML responsibilities have little or no need for such detailed information.  Corporate directors, for example, may need assurance that the AML program is in proper operation, but only the director with assigned responsibility for AML compliance oversight may need to know of specific SARs.  It is, of course, particularly important that a customer named in an SAR not be advised of the filing of the SAR, but it is also important that the SAR should not be revealed to other outside persons, including many other government agencies.
  AML auditors may be advised generally that SARs are filed by a dealer, but need not be provided with copies of those SARs, or names of customers and container information.
While the defensive execution of such AML program provisions will not ensure that adversary claims of defamation will not be brought, it should assist in providing a foundation for a less expensive and successful defense.
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� There are other possible claims by an aggrieved customer, e.g., false arrest, invasion of privacy, intentional infliction of emotional harm.  This paper does not explore each of these possible claims, but focuses upon the most central and likely claim: defamation.  It should be noted, however, that many of the defenses and precautions discussed in this paper would have applicability to many types of claims by a customer.  The federal immunity statute would, if applicable to a communication, protect against all such legal actions:  a dealer “shall not be liable to any person under any law or regulation of the United States, any constitution, law, or regulation of any State or political subdivision of any State, or under any contract or other legally enforceable agreement (including any arbitration agreement), for such disclosure.”  It should also be noted that the Right to Financial Privacy Act, 12 U.S.C. §§ 3401 et seq., does not apply to accounts with dealers in precious metals.
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� Law enforcement agencies can request SAR disclosures through FinCEN.  There are also specialized and controlled procedures by which information can be shared among financial institutions, but they are beyond the scope of this memorandum.





